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Getting Started
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Login 
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Password reset
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Protected by Google 
reCAPTCHA v3



Dashboard
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Click here to view dashboard

Trend of active devices

Device statistics
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Navigation Bar & Quick Launcher
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Main navigation 
menu bar

Minimize menu for 
larger content area

Introduction of key features 
with shortcut links.
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Notification
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View notifications

The LANDI Connect operations team notifies partners about new 
software releases and the approval or rejection of apps submitted to 
the public App Center.
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Account Management
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Overview – Partner and Sub-account
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A sub-account has its 
own group of users

Partner account may 
create sub-accounts 

without LANDI’s review

A partner account represents 
a legitimate LANDI customer

Partners may optionally 
establish partnership (a.k.a. 
friends) for Device Transfer 
or Device Delegation.

Each Partner account has a 
System Admin as the owner 
of the account



Account Profile
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Transfer System Admin 
Role to another user

View Account

Session history
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Delete account



User List
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Each user has an 
associated user role

Edit/disable 
user account

Add new user
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User account may be 
enabled or disabled



User Roles 
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• Each user has a role, which is associated with a set 
of permissions. 

• Only System Administrator can manage the User 
Roles. 



User Roles – Built-in System Administrator Role
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System Administrator role is special: 

• This role is a built-in role and cannot be deleted.
• This role automatically receives permission to access all new features. 
• Only users with this role can manage User Roles.
• Only users with this role can assign this role to other users.
• Users with this role can delete themselves, provided there is at least one other 

user with the same role remaining.



Add Individual User - By E-mail
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Permissions of the selected 
role (Read-only)

E-mail of the user to invite
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Role to assign to the user



Add Multiple Users – By Activation Link
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The link will have a limited validity period and can 
activate only a specified number of users.
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Copy and share the link with invitees; it will direct 
them to an account activation page.

Option to invalidate the link 
any time before expiration



Partner List
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Add partner

Remove partner

Your partners function like 'friends' in a social media app, allowing you to interact 
with them, such as transfer or delegate devices, and more.
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Add Partner – Invite
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The inviter enters a 
user account within 
the partner account 
to invite, and the 
invitee will receive an 
invitation E-mail.
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The invitation will 
remain Pending until 
the invitee accepts or 
declines it. The inviter 
has an option to send 
reminder E-mail.



Add Partner – Accept/Decline
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The invitee reviews the invitation 
under Invitation History and approves 

or decline the invitation.

© 2024 LANDI Global. All rights reserved.



Sub-account List
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Add sub-account

Log in to sub-account context



Add Sub-account
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App Center Option Description

Fully Managed by 
Sub-account

The sub-account has full control over the App Center 
and can choose self-published apps, apps in the 
parent account's App Center, and apps in the public 
App Center.

Synchronized with 
Parent Account

The App Center used by the sub-account is always 
synchronized with the parent account's App Center. 
The sub-account can view the App Center but cannot 
manage it.

Apps from Parent 
Account Only

The sub-account can only select apps from the parent 
account's App Center and cannot choose apps that 
are not listed there.

Fully Managed by 
Parent Account

The sub-account's App Center is fully managed by the 
parent account. The sub-account can view the App 
Center but cannot make any changes.



Manage Users and Roles in Sub-account
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Parent account users 
manage the user roles 
and users under the sub-
account.



Device Management
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Device Ownership – Overview 

• Most of the cases, the devices are allocated to the owning partner 
account automatically by LANDI Connect based on the ordering 
records.

• Partners can transfer the devices to each other, such as a distributor 
may transfer the devices to their customers.

• Partner can claim the device ownership either individually or in bulk.

• LANDI Connect Operation team can re-allocate the devices upon 
customer’s request, such as transferring the devices from a distributor to 
the distributor’s customers.
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Device Ownership – Claim Autonomously
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Claim in bulk by providing supporting documentation. 
Typical turnaround time: next business day. 

Use Case: The device is purchased from a distributor who has no LANDI 
Connect account or has not transferred the device ownership to the customer.
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Claim a device using a claim code. 
Immediate effect. 

Use Case: The device has not been allocated to anyone 
yet. This rarely happen.



Claim device
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Claim a device using a claim code, or Claim in bulk by providing supporting documentation.



Claim Device – In Bulk by Document
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What will happen next: The LANDI 
Connect Operation Team will review the 
uploaded document and approve/reject 
the claim.
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In Device Overview, click on Add Device > Claim by Document

Since the device model is selected here, 
there's no need to specify it in the device 
list — all devices in the list must match the 
selected model.

Review the claims submitted in the past



Claim Device – Individually by Code
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Enter the code on a device that has not been 
allocated to anyone yet (rarely happen).
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In Device Overview, click on Add Device > Claim by Code



Device Grouping – Multi-dimensional grouping
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User may define groups 
by different criteria.

The same device can 
be in multiple groups.

Why Grouping: Grouping 
categorizes the devices by 
different criteria and makes it 
easy to configure the target 
devices for remote 
configuration.
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Device Overview – Device List
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Search and filter Bulk operationsDevice grouping
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LANDI Warranty



Edit Device Grouping
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Add child group, edit name 
or delete group

Add top-level group

Drag and drop to 
move group

The same device can be in 
multiple groups, meaning your 
groups does not need to be 
exclusive to each other!
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Device Details – Basic Info 
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Device meta data 

Comprehensive historical data
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Device Details – Installed Apps
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Apps currently 
installed on the 
device.
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Transfer Device – To Single Partner
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The receiver(s) must be one of your partners 
like (see Account Management)
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Transfer Device – To Multiple Partners
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1. Prepare spreadsheet, enter SN and 
the receiving Partner’s Business ID

2. Click “Import Device” and upload.

© 2024 LANDI Global. All rights reserved.



Transfer Device – Accept/Decline Transfer-In
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The receiver may accept or decline all or 
individual transferring-in devices.

Option to automatically accept all transferring-in devices.Records of all completed transfer (in and out).
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Transfer Device – Cancel Transfer-Out
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Before the receiver accepting the transfer, the 
sender may cancel all or individual device transfer.
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Device Delegation – Delegated Devices
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Delegate or unbind 
devices in bulk

Unbind single device

Partner/sub-account who 
manages the devices



Device Delegation – Delegate Devices in Bulk
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Bind to partner Bind to sub-account



Device Delegation – In Partner’s View
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Device owner who delegated the 
devices to this account.You can’t transfer the devices delegated 

to you as you are not the owner.



Device Delegation – In Sub-account’s View
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No Device Transfer and 
Device Delegation menu

These devices are still owned by the parent account



Add/Delete Non-LANDI Device
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If the Manufacturer ID and Model of the non-LANDI 
device is not listed, approach LANDI Tech support.
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Non-LANDI devices can be deleted via More > 
Delete menu.



Disable/Enable Devices
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Disabled devices are 
excluded from the 
device management. 
Useful for scrapped, 
damaged or lost 
devices.



Map & Geofencing
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Device Location – In Device Details
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Human-readable address with positioning details

Click map thumbnail to see larger 
map with accuracy radius



Device Map – Cluster & Pin
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Clustered devices are shown 
as number in a circle. Zoom in 
to see the individual devices

Single device shown as a pin 

• Red: older than 7 days
• Orange: older than 1 day
• Green: within 1 day

Total number of devices in the 
view



Device Map – Device Info Popover
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Filter the devices in the map
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Click to view device details

Hover on the pin or the 
cluster number to view 
device info.



Geo-fence List
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Define new geo-fence

Devices out of geo-fence

When a geofence is created or updated, 
the last location of all target devices will be 
immediately checked against the fence.



Define Geofence – Circular Fence
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Drawing Circular Geofence

1. Enter the address in the search box to set 

the initial view of the map.

2. Drag any boundary point to adjust its 

position. To undo the move, click the 

backward arrow icon next to the moved 

point.

3. Click and drag within the shaded area of the 

boundary to move the entire fence.



Define Geofence – Polygonal
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Drawing Polygonal Geofence

1. Enter the address in the search box to set 

the initial view of the map.

2. Click on the open area of the map to add a 

boundary point.

3. Click on a semi-transparent point between 

two solid points to insert a new boundary 

point.

4. Drag any boundary point to adjust its 

position. To undo the move, click the 

backward arrow icon next to the moved 

point.

5. Click and drag within the shaded area of the 

boundary to move the entire fence.

6. Double-click a boundary point to remove it.

7. Click on the Reset button to remove all 

boundary points.



Define Geofence – Devices & Strategy
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Enable to prevent the device user from 
turning off GPS on Android devices.

Receive an alert email if any device exits 
the geofence. Alerts are sent collectively 

one hour after the first exit event.



View Geofence
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Applying strategy

Target devices

Edit geofence



View Devices Out of Geo-fence
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Take actions on the selected out of fence devices

Trajectory on map

Historical locations

You can quickly lock or reset devices that 
are outside the designated area to protect 
against data leakage.



App Management
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Solution Partner
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• A Solution Partner can

• Submit apps to the public App Center

• Share apps with selected partners

• A Solution Partner must

• Sign the LANDI Connect App Publishing 
Agreement

• A Solution Partner is responsible for

• Testing the app to ensure device compatibility

• Providing support and bug fixes for apps 
deployed in the field

The account creation process for a Solution Partner is the 
same as a regular partner, except for granting permissions 
related to app distribution.



App Distribution – Self Upload vs. Chose from Public App Center
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Solution Partner may submit Android app to Public 
App Center to reach all other partners on the 
platform upon approve from LANDI Connect Ops.

Any partner can upload apps 
for private use without 
LANDI’s review. 

Android devices can see the 
apps in App Center in the 
App Center client app.
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A Solution Partner has 
greater privileges than 
regular partners when it 
comes to app distribution.



App Distribution – Share Apps Privately

55

A Solution Partner can privately share Android app 
with up to 10 partners without requiring LANDI’s 
review.
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Private sharing is ideal for 

1. Apps customized for a 
specific customer

2. Testing an app before 
submitting it to the 
public App Center



My Apps – App List
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Allow multiple versions per app.

Manage apps of different OS

© 2024 LANDI Global. All rights reserved.

Upload a new app



My Apps – Publish Android App: Upload
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Begin by uploading the 
APK file. The app icon and 
name will be automatically 
extracted from it.
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My Apps – Publish Android App: Compatible Models
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The app will be visible only 
to devices with compatible 
models.
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My Apps – Publish Android App: Grayscale Release
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To test the app on specific devices, 
select Grayscale deployment 

method and select the target devices. 
Once tested, switch to Official.
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My Apps – Publish Android App: Public Scope
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A Solution Partner can select Public to submit the app to public 
App Center. A standard Partner does not see the Publish Scope 
options and can only publish to Private scope.

The test account for app 
review. If none, enter "Login 
not required."

Selected compatible models 
must be listed as tested in the 
Certificate of Compatibility.



My Apps – Publish Android App: Private Scope
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A Solution Partner can select Private scope. A standard 
Partner does not see the Publish Scope options and can 
only publish to Private scope.

A Solution Partner can 
select up to 10 partners to 
share the app privately.



My Apps – App Status
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App under review for listing 
in the public App Center

App rejected for listing in 
the public App Center

App approved for listing in 
the public App Center

App shared privately 
with selected partners

Apps without icon are 
completely private



My Apps – Notifications for Approval or Rejection
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Notification if the app submitted to 
public App Center is rejected.

Notification if the app submitted to 
public App Center is approved.



My Apps – App Details
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Click on the card to 
view app details
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Edit Published app



App Center – App List

65© 2024 LANDI Global. All rights reserved.

Add/remove apps in the list



App Center – App Source
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App shared by 
my partner

App from public 
App Center

No icon, my own 
private app



App Center – Add/Remove Apps
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Add by category

Add/remove 
individual app
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App Center – App Details
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Click view the 
app details
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App Center – Store Settings
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Add/remove 
recommended apps

Up to 5 sets of store 
banner linked to apps.
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App Center – On C20 Series
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App categories

App Store banner 
configured on portal

Recommendation 
configured on portal

Auto update and 
cellular usage setting
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App Center – On M20 Series
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App List App Details Installed Apps App Search
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Device Configuration

72© 2024 LANDI Global. All rights reserved.



Device Configuration

73

Target devices to apply 
the configuration

Strategy to apply the configuration, such as 
execute during activation for new device setup.

Various type of configuration items can 
be included in a single configuration 
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Android Configuration List
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View the details

Create new configuration either 
for new or deployed devices.

Quick view for the execution progress.
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Android Configuration – Configuration Items
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Multiple configuration 
items to be executed in 
order.

Available options depend on the feature sets assigned to the partner.
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Android Configuration – Installing App
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Installing App supports 
installing the latest version 
or a designated version.



Android Configuration – Uninstalling App
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Uninstalling App 
supports uninstalling any 
version or a designated 
version.



Android Configuration – Startup App

© 2024 LANDI Global. All rights reserved. 78

A Startup App will 
automatically start after 
the device boots up.



Android Configuration – Kiosk Mode
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An App in Kiosk Mode 
will not exit without the 
correct password entered.

Please also add Startup 
App for the same app.



Exit Kiosk Mode on M20
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Long-press 
Power button

Click on Exit 
Kiosk button

App running in 
Kiosk Mode

Power Off Menu
with Exit Kiosk button

Enter Passcode
to exit Kiosk mode

Exit Kiosk Setup Wi-Fi



Android Configuration – Firmware
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Firmware packages are 
uploaded by LANDI 
Connect operation team 
and made available for 
partners to use.
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Android Configuration – App Installation Source
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Any source allows 
installing apps from 

outside LANDI Connect,  
such as from USB
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This feature require 
System Update 1.1.1+.



Android Configuration – Blacklist App
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A Blacklisted App cannot 
be installed on the device.
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This feature require 
System Update 1.1.1+.



Android Configuration – Change LC Server 1/2 

© 2024 LANDI Global. All rights reserved. 84

Production and Demo environment 
has no additional fields to configure.

This feature require 
System Update 1.1.1+.



Android Configuration – Change LC Server 2/2 
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Enterprise server has more 
configuration to set.

This feature require 
System Update 1.1.1+.



Android Configuration – App Param File

© 2024 LANDI Global. All rights reserved. 86

File can be JSON, XML, 
TXT or INI and the 

contents are not parsed.

App to notify when the file is received via action: 

com.landiconnect.systemupdate.action.ACTION_APP_PARAMETER
This feature require 
System Update 1.1.1+.

File will be stored at Environment.getExternalStoragePublicDirectory(Environment.DIRECTORY_DOWNLOADS)+ 
“/AppParameter/xxx.xxx”, where xxx.xxx is the package name. If no package name, the file will be under AppParameter.



Android Configuration – Target Devices

87

Multiple ways to 
select target devices.

Possible to select 
individual device.
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Android Configuration – New Device
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Multiple New Device Setup configurations 
can be created with different names.

New Device Setup 
configuration is only 
executed upon device 
activation (part of the  Setup 
Wizard workflow on device)
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Configuration Execution – C20 Series New Device Setup 1/2
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If there are multiple New 
Device Setup configurations, 
select one during the setup 
wizard.

If there is none or just one 
New Device Setup 
configuration, this screen will 
not show.
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Configuration Execution – C20 Series New Device Setup 2/2
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The configuration items are 
executed in order with a 
progress bar.

The configuration of app 
Startup App will take effect 
after reboot.
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Android Configuration – Deployed Devices

91

Multiple options for 
the timing of applying 
the received 
configuration.
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Other than 
Immediately Enforce, 
other options require 
System Update 1.1.0+.



Edit Configuration
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TIPS: Avoid changing the 
configuration items. 
Adding more target 
devices are the typical 
usage.
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Monitor Configuration Progress
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Status for each 
configuration.

Summary of progress, with number of devices in 
each of the status category.
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Remote Assistance

94© 2024 LANDI Global. All rights reserved.



Lock/Unlock Device 1/2
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Unlock remotely 
(w/o password)
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Only support Android devices 
with System Update 1.1.1+.



Lock/Unlock Device 2/2
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Password to unlock
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Locking an online device takes effect immediately. For an offline device, the 
lock will be applied once the device reconnects.



Lock Screen on C20 & M20
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C20 Series M20 Series



Power Off/Restart/Reset Device
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The device must be 
online for these actions.Only support Android devices 

with System Update 1.1.1+.



Manage Device Log Tasks
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This feature pending device side 
support, estimated Dec 2024.



Create Device Log Task 
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Devices to retrieve logs.

Time range for the log
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Download Device Logs
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Uploaded device logs will be listed here 
for downloading.
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Miscellaneous
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Activity Log
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The log includes the activities 
done by all users under the 
same Partner Account.



Digital Empowerment, Creating a Digital Future

THANK YOU!


	Slide 1: LANDI Connect SaaS 2.3.0  User Guidance
	Slide 2
	Slide 3: Login 
	Slide 4: Dashboard
	Slide 5: Navigation Bar & Quick Launcher
	Slide 6: Notification
	Slide 7
	Slide 8: Overview – Partner and Sub-account
	Slide 9: Account Profile
	Slide 10: User List
	Slide 11: User Roles 
	Slide 12: User Roles – Built-in System Administrator Role
	Slide 13: Add Individual User - By E-mail
	Slide 14: Add Multiple Users – By Activation Link
	Slide 15: Partner List
	Slide 16: Add Partner – Invite
	Slide 17: Add Partner – Accept/Decline
	Slide 18: Sub-account List
	Slide 19: Add Sub-account
	Slide 20: Manage Users and Roles in Sub-account
	Slide 21
	Slide 22: Device Ownership – Overview 
	Slide 23: Device Ownership – Claim Autonomously
	Slide 24: Claim device
	Slide 25: Claim Device – In Bulk by Document
	Slide 26: Claim Device – Individually by Code
	Slide 27: Device Grouping – Multi-dimensional grouping
	Slide 28: Device Overview – Device List
	Slide 29: Edit Device Grouping
	Slide 30: Device Details – Basic Info 
	Slide 31: Device Details – Installed Apps
	Slide 32: Transfer Device – To Single Partner
	Slide 33: Transfer Device – To Multiple Partners
	Slide 34: Transfer Device – Accept/Decline Transfer-In
	Slide 35: Transfer Device – Cancel Transfer-Out
	Slide 36: Device Delegation – Delegated Devices
	Slide 37: Device Delegation – Delegate Devices in Bulk
	Slide 38: Device Delegation – In Partner’s View
	Slide 39: Device Delegation – In Sub-account’s View
	Slide 40: Add/Delete Non-LANDI Device
	Slide 41: Disable/Enable Devices
	Slide 42
	Slide 43: Device Location – In Device Details
	Slide 44: Device Map – Cluster & Pin
	Slide 45: Device Map – Device Info Popover
	Slide 46: Geo-fence List
	Slide 47: Define Geofence – Circular Fence
	Slide 48: Define Geofence – Polygonal
	Slide 49: Define Geofence – Devices & Strategy
	Slide 50: View Geofence
	Slide 51: View Devices Out of Geo-fence
	Slide 52
	Slide 53: Solution Partner
	Slide 54: App Distribution – Self Upload vs. Chose from Public App Center
	Slide 55: App Distribution – Share Apps Privately
	Slide 56: My Apps – App List
	Slide 57: My Apps – Publish Android App: Upload
	Slide 58: My Apps – Publish Android App: Compatible Models
	Slide 59: My Apps – Publish Android App: Grayscale Release
	Slide 60: My Apps – Publish Android App: Public Scope
	Slide 61: My Apps – Publish Android App: Private Scope
	Slide 62: My Apps – App Status
	Slide 63: My Apps – Notifications for Approval or Rejection
	Slide 64: My Apps – App Details
	Slide 65: App Center – App List
	Slide 66: App Center – App Source
	Slide 67: App Center – Add/Remove Apps
	Slide 68: App Center – App Details
	Slide 69: App Center – Store Settings
	Slide 70: App Center – On C20 Series
	Slide 71: App Center – On M20 Series
	Slide 72
	Slide 73: Device Configuration
	Slide 74: Android Configuration List
	Slide 75: Android Configuration – Configuration Items
	Slide 76: Android Configuration – Installing App
	Slide 77: Android Configuration – Uninstalling App
	Slide 78: Android Configuration – Startup App
	Slide 79: Android Configuration – Kiosk Mode
	Slide 80: Exit Kiosk Mode on M20
	Slide 81: Android Configuration – Firmware
	Slide 82: Android Configuration – App Installation Source
	Slide 83: Android Configuration – Blacklist App
	Slide 84: Android Configuration – Change LC Server 1/2 
	Slide 85: Android Configuration – Change LC Server 2/2 
	Slide 86: Android Configuration – App Param File
	Slide 87: Android Configuration – Target Devices
	Slide 88: Android Configuration – New Device
	Slide 89: Configuration Execution – C20 Series New Device Setup 1/2
	Slide 90: Configuration Execution – C20 Series New Device Setup 2/2
	Slide 91: Android Configuration – Deployed Devices
	Slide 92: Edit Configuration
	Slide 93: Monitor Configuration Progress
	Slide 94
	Slide 95: Lock/Unlock Device 1/2
	Slide 96: Lock/Unlock Device 2/2
	Slide 97: Lock Screen on C20 & M20
	Slide 98: Power Off/Restart/Reset Device
	Slide 99: Manage Device Log Tasks
	Slide 100: Create Device Log Task 
	Slide 101: Download Device Logs
	Slide 102
	Slide 103: Activity Log
	Slide 104

